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iBSTBACI 



The effect of various jammer waveforms on lea own optimum 
coherent digital receivers is analyzed and evaluated in 
terms of receiver performance. The optimum jaaner waveform 
for the specified receiver is derived and sevaral jamming 
strategies are studied and compared to the optimum case. 
These jammer waveforms strategies include deterministic 
models of tonal, weighted signals, freguency modulated, and 
additive white noise jammers. An M-ARy digital coherent 
receiver using orthogonal modulation (?SK) , is subjected to 
various jammer waveforms and the receiver performance 
analyzed. Graphical results based on numerical analyses are 
presented to show the effects of jammer waveforms on 
receiver performance. 
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IS TRO DDCTION 



The concepts of statistical decision theory applied to 
dijital communication theory for the purpose of designing 
optimum receivers is widely known. The nature of many commu- 
nication channels is characterized by their interference to 
reception through additive noise. Receivers have been 
designed to optimize the output receiver signil to noise 
ratio in the presence of additive white Gaussian noise 
interference. However, noise is not the sole source of 
receiver interference. Jam ming, . intentional or not, can be 
severely detrimental to receiver performance. 

This thesis endeavors to investigate the effect of 
jamming on digital coherent communication receivers. 
Mathematical models of signals, interference, and jamming 
are utilized to demonstrate performance {i.e. - receiver 
probability of error) of receivers designed to operate in a 
’noise only' interference environment, in the presence of 
both noise and jamming. From the mathematioal models, 
optimum jamming techniques are derived, and various sub- 
optimum jamming strategies are analyzed. 

The results are divide! into three sections. In section 
number one coherent receivers are investigated under various 
jamming conditions. The optimum jamming waveform based on 
power constraints is derived and analyzed. Performance of 
coherent FSK and PSK receivers are analyzed in the presence 
of both optimum and sub-optimum jamming waveforms. These 
jamming waveforms include, weighted jammers, freguency modu- 
lated jammers, and two- level pulsed jammers. Section number 
two discusses higher level digital coherent receivers in 
which a-ARY FSK receivers are analyzed in the presence of 
jamming. Mathematical models are introduced and results 
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compared to the optimum case for Diaary FSK. 
section number tnree graphical presentations 
to the numerical analyses that have been p 
interpreted In order to demonstrate the 
results , 



Finally, in 
CO rresponding 
ecformed are 
m ath’ematical 
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II. COHEB ENI EECEIVEfi ANALYSIS 



A. COHERENT COBRELATOE RECEIVERS 

The applisatiDn of statistical decision thsory to the 
problem of detecting signals in the presence of aoise can be 
used to design optimum receivers. However it is important to 
note that the receivers are optimum under a given set of 
assumptions. The receiver which is optimum (in the sense of 
producing minimum probability of error, Pe) for the discrim- 
ination of two different signals received in additive white 
Gaussian noise. interference is well documented [Ref. 1], 
and the receiver structure is as given in Figure 5.1 . This 
optimum receiver is a correlator receiver, due to the cross 
correlation process it performs between the inpab r(t) , 
and the signal s^(t) and s^[t) . This optimum correlator 
receiver can be shown to be equivalent to the single corre- 
lator receiver of Figure 5. 2 . The receivers of Figure 5.1 
and Figure 5.2 have been shown to be optimum (i . e. -minimum 
probability of error) when the received signal is either 

r(t)= S^T)+ n(T) 0^t£T 

R(T)= s(t)+ n(t) 

where s^(t) and Sj_(t) are known deterministic signals and 
n(t) is a sample function of a white Gaussian process. 

The objective of this chapter is to analyze the perform- 
ance of this known optimum receiver under different oper- 
ating rules; i.e. - the signal received is interfered by the 
presence of a jammer waveform as well as additive white 
Gaussian noise. That is 

or, 

r l-t) = W O T 



where (t) is a jammer waveform modeled as deterministic, 
yet unknown to the receiver. 

The correlator receiver structure depicted ia Figure 5.3 
which can be shown to be eguivalent to the optimum single 
correlator receiver of Figure 5.4 is now analyzed under the 
stated assumptions. We define 

s^(t)=Sj_(t)-s^(t) 

c=BIAS=l/2 l(s^(t) - s_^(t})dt 

){=No/ 2 In (>vo) Xo= ?(So)/P(Sj^I 

where 

P(So)fP(Sx)- LIKELIHOOD FUNCTTOMI 

The coherent digital communication receiver of Figure 5.4 
can be analyzed in terms of the resulting Pe whei the jammer 
waveform n ^ (t| is present in addition to the noise and So(t) 
and Sj_(t). The received signal appearing at tae front end 
of the receiver is mathematically described by 

rW = W MjW o4ti.T 

where 3^(1) and s_^(t) ace the two signals used to transmit 
the binary information, n(t) is a sample function of a white 
Gaussian noise process having a power spectral density level 
of No /2 Watts/Hz, and n^ (t) is the deterministic jammer 
waveform present during the signaling interval (3,T). 

The coherent receiver of figure 5.4 will be analyzed in 
so far as the effect of n^(t) on the receiver probability of 
error is concerned. The correlation process generates 



12 



I 



( 2 . 1 ) 



•L^) s^ii)d± 







Inaer product notation will be used, that is 



(y ^ y) - j ^ ^ 



and the norm notation ll*ll follows from 





In order to determine receiver performance (i. 
ability of error) the decision rule used by the 
must be analyzed. This decision rule is given by 



T 






pT 

("t) So(i:)dLt -4- 







where for convenience we define 



Q={r.ii) 






( 2 . 2 ) 



(2.3) 



.- prob- 
receiver 



(2.4) 



(2.5) 
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In order to compute receiver probability of arror it is 
necessary to determine the probability density function of 3 
conditioned on the hypotheses and ; that is on whether 
or s^(t) was transmitted. Thus, 



s^(t) 



Hj_: r(t) =Sj_(t)+n (t) Mij (t) 

Ho : r(t) =So (t) +n (t) (t) 



o 4 ~r. 



Denoting these density functions ?^(G) and Po(G), we can 
express the probability of error as 



Pe= P(c>yH,)KHo)+P(c>o/Hx)p(Hx) . 

Where P(Dv'Hj,| equals the probability of deciding that 
Sj_(t) was transmitted given that s o (t) was trans- 
mitted, and P(Do/H^) equals the probanility of deciding that 
s^(t) was transmitted given that s^(t) was transaitted. ' For 
the hypotheses of and Hj_ Equation 2.6 becomes 








(2.7) 



Since G is a conditional Gaussian random variable, in order 
to obtain its conditional probability density function its 
mean and variance must be computed. 

The mean is given by 

E{G/sj(t> transmitted) = {s^ ,sj^) +E £(n , s^)j + { , s^^) 

+ 1/2 (1 js^l 1^- I is^j !*• ) i=0, 1 
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Due to the assumption of zero mean noise, E((n ,s^))=0. Thus 
the mean value becomes 







L= O, i. . (2,3) 



It can easil/ be shown that the conditional variance of G 
will be due to the noise process only. That is 

VAE.(G) = E((G-E.(G) )^ ) (.= 0,1 

where Var ; (G) is the variance of G conditional on s*(t) 
being transmitted. It can easily be shown that 






(2.9) 



Equation 2.9 can be written as 



VAR 






TftfttJSfhnrso 



Hi 

^2, 



Set 



1 = 0 , 



(2. 10) 



With the mean and variance known, the probability of 
error can now be written using the following 

general notation 
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(2. 11) 









* eyi 









1 J 



Due to conditioning, the probability densit/ functions 
become 



|('j/siTR(Wim,Tr5o)= 



exp 









]*' 




^■| 


• 11 


n 





( 2 . 12 ) 



C= 0,1. . 



From the probability of error expression (Fguatian 2.7 ), we 
have 

MollSir ‘ ^ 

V ^ 



+ lp) 






l\Ml 










ir-' 


k.Si) ] 


n 


L No U Sill 


z 


j 



(2.13) 



-oo 



where 

p=probability that Sj^(t) transmitted 
Y=decision rule threshold setting. 

Using the following definition of the error function 
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.V 



erf(v) = 



\f 3.TT 



re dU 



-CO 



and the complimentary error function 



(2. 14) 



GO 

ERFC(v)i (2.i5j 

V 



Equation 2.13 can be written in a more compact fDrm. With a 
change of variables Equation 2.13 becomes 



Pe = (i-p) ERFc[f=^ 



(p)ERF 






(2. 16) 



If equiprobable signals are transmitted, p=1/2, and the 
threshold setting becomes 



Y _ ft) 

0 - 0. p 




(2.17) 



which corresponds to a ’zero threshold' receiver. It should 
be noted that this may not necessarily be the aost desire- 
able threshold setting, and in fact values otter than zero 
may enhance receiver performance whenever jamming is 
present. With the above stated conditions, the probability 
of error equation takes on the form [Ref. 2] 
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) 



(2. 13) 



Pe = 4 -erfc 



H 



NjL-d 



■‘'tERFl 









N(j[^+ dL 



whare 







rx 

irar 







B. JAMMEE OPIiaiZATION 



Otilizing Eguation 2.13 , the effect of a jamaier wave- 
form can now be studied in terms of its impact on the 
receiver probability of error. A discussion on tae method of 
optimizing tha effect of n • (t) on the receivec probability 
of error is now pursued. But, to be able to compare the 
results of the optimizatioa process, the recai/er perform- 
ance under the assumption of white Gaussian noise only 
interference should be noted. If no jamming waveform is 
present (i.e. n*(t)=0.) the term d is zero, and Eguation 

2. 1 8 becomes 






' r \ 


a ^ 


o| 


a jERFC[ 




X 



+ 



ERF 



Hclhiir 



a. 



(2. 19) 



By expressing Eguation 2.19 in terms of the average energy 
per bit — Eb , and the narmalized signal cross correlation 
— p, a more meaningful form is obtained. That is. 
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( 2 . 20 ) 



T 

i j[s„X-t)->-sJ:(,-t^clt=AVG.eJT ENERGY 

O 

f = J So Wdt 



so that 





o 



Thus/ Equation 2.19 becomes 



P. =ERFC[J 



1 a E»u- fj 


V 


\ No-:i. 





'] 



By noting that 

Eb/No = signal to noise ratio-SNR 
Equation 2.23 becomes 



Pe. =ERFC[^ SNRU-f) ' ] 



For orthogonal signals, i. a. ^ = 0., Equation 2.2 



( 2 . 21 ) 



( 2 . 22 ) 



(2.23) 



(2. 24) 



4 becomes 
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(2. 25) 



Pe =ERFC[4SN^] 

For antipodal signals, i.e. ^=-1., Equation 2.2 4 becomes 



=£RFC [42-SNR '] 



(2.26) 



A plot of these mathematical expressions results in the 
well Icnown probability of error 'waterfall cirves’ of a 
binary receiver operating in additive white Gaussian noise. 

3y evaluating the derivative of Equation 2. 18 with 
respect to the cross correlation between the jamaer waveform 
and the signal difference, d , extremezation of the prob- 
ability of error can be obtained [Bef. 2]. Since 



one notes that due to the behavior of the SINH(xi = function. 




cL >0 

d=0 

d<0 



(2. 28) 



Thus, Pe is increasing for d>0 , and Pe is decreasing for 
d<0. Therefore, a minimum must exist for the derivative at 
the point d=0. This can be proved by evaluating 
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(2. 29) 




-Ta^T 



exp[- s^(i+N^)/2] _ 



We observe that 9Pe/©d^ >3 for all values of d. Therefore 
the miniaum Pa must occur at d=0. The presence of a jamming 
waveform will always cause an increase in Pe. Also, by 
making as large as possible in magnitude causes an as 
large as possible increase in Pe. In fact. 




(2. 30) 



becomes 




(2.31) 



(2.32) 



This result makes sense for it states that as the jammer 
becomes increasingly powerful, the probability of error 
approaches 1/2. However , the jammer model will be 
constrained in power as follows 
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(2. 33) 






with the inequality due to Cauchy-Schwarz. Defining 
I i n j I I = \j Pn^ is the jammer power, tte term ldl->oo 

implies that Pn^ ->oo when ||sj_ll<co. Since it is lot possible 
to have infinite jammer power, Pn*j will be constrained to a 
finite value. From the Cauchy-Schwarz inequality it can be 
seen that Equation 2.33 can be made into an equality if 
n- (t) is directly proportional to s j(t) . That is 



H-^) - K 

J 



(2. 34) 



where K is a constant of proportionality. 
K must be set to the value / 1 I s<jl 1 i 

now be maximized by setting 



Since I in- I 1 ='f^ 
The term d can 








SdW 


1 





(2.35) 



Thus, in order to maximize the receiver probability of error 

with n-(t) constrained to have power Pn; , set n-(t) as given 
i (JO 

by Equation 2.35. This results in 
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(2. 36) 






) _(r£Si 



.id- 



Si 




which reduces to 



d - 




(2.37) 



Equation 2.18 can now be written as 




Using the definition of average bit energy- Eb, and signal 
cross correlation- p. Equation 2.38 can be simplified to 

1 ^]]] . 




Since Eb/No= SNB, and Pnj/Eb = JSR (jammer to signal ratio). 
Equation 2.39 becomes 
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r 



Pc=a 



■irr'-jajsRj] + 



ERFcD SNR ' ■ 



ERFIt-ISNR Tn-f '+11JSR ' 



{2. 40) 



Analysis of Equation 2.40 highlights the fact that for 
increasing values of JSR, one liait of integration of the 
appropriate Gaussian density integral remains always posi- 
tive, wh ile the other crosses zero and becomas negative. 
That is J 1-p - ( 2JSE* <0 occurs at J SR> (1 -.p) /2. When this 
'break point' occurs, as SNR increases, Pe worseas. That is, 
Pe increases to 1/2 in the limit as SNR==> co . Jammer 
strategies caa now be attempted using Equation 2. 40, and the 
above noted 'break point' effect will be studied and 
exploited. 



C. DETERMINISTIC JAMMING FOR PSK,FSK, AND ASK MODULATION 

The effects of determin istic jamming on various modula- 
tion techniques will now be studied. This process will 
entail the use of a deterministic jammer waveform, and its 
effect will be evaluated using Equation 2.40 for the 
following modulation techniques. PSK modulation using 



S^tt>AcosGJ,t, S,R>ACOs(cj^-<:*-nr) 



with the constraint that 

tfcT=nlT n an integer. 

For FSK modulation using 
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(2. 42) 

Sj.W=AcoscJi.-t J Sob)-AcosoJo-t 



with the constraint that 

(wl-wO) =nT^/r , (w1+w3)=mT/T n and m integers , 

ASK modulation utilizing 

S^U)-A^SW I S„(t) = AoS(t) o4-t^T (2. ,3) 



where we assume that |ls| |<ot> and for convenience, that 
A1>A0. 

Beginning the analysis for the P3K case, one notes that 



-2/\COSGJc-t 0 4rt^T ^2.44) 



and i 1 =|2A^T . He assume the jamaer has power constraint 
Pn ,so as discussed previously, the optimum janmer for PSK- 
is given by Sguation 2.35, namely 








COS 



04:-t^T (2.45) 



For PSK 



f =-1 



and Equation 2.40 becomes 
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r 



Pe-i^ 



r 



ERFC[JIsiJ^[l * JTspTJ 

ERCE-JaSMR'I^i- JjSR^]l 



(2.4o) 



It can be seen that whenever JSR>1 in Equation 2,46, ?e will 
increase with increasing SNR. The value of J3R=1 is the 
•break point* for PSK modulation. 

For the case of FSK modulation 







(2.47) 



and from the previous assumptions made for FSK signaling. 




(2. 48) 



If the jammer has power constraint Pn r , the optimum jammer 

U 

for FSK is given by Equation 2.35 , namely 




A SlM 
^ T 2. 



cos ( 40i.-k-uJo)t 0 4"t^T (2.49) 

a 



It should be noted that ( t) , the optimum jammer for FSK , 
is an amplitude modulated waveform with spectral lobes at 
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half the difference frequency wd=(w1-wO) and hi If the sun 
frequency ws={w1«-wO). For FSK, ,p=0 and Eqjation 2.40 



It can be seen that whenever JSR>1/2 in Squatioa 2.50 , Pe 
will increase with increasing SNR. The value of JSR=1/2 is 
the 'break point' for FSK modulation, and is typical of -3dB 
differences in performance between coherent receivers for 
PSK and FSK [Ref. 3]. 

For the case of ASK modulation 



becomes 





(2.50) 





(2.51) 



and 




(2.52) 
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If the jammer has 
for ASK/ as given 



power constraint Pn 



J 



the 



in Equation 2.35, becomes 



opt im um 



j aamer 




o ^ r 



(2. 53) 



For ASK, the normalized signal cross correlation is. 



f 



( 2 A i. Ao) 

( a !" K) 



(2. 54) 



By defining oC= ( 1- f ) Equation 2.54 can be written in terms 
of «< / where 



o< 



(Ao - Ai)^ 



(2.55) 



so that Equation 2.40 becomes 



r 






-h 



ERFC [jSNR, 'I 4 ' + 4 ajSRj_ 

ERF 



(2. 56) 



For ASK, the ’breaK point* occurs at JSR=®V2. 3acause o<<l, 
in terms of ’break point* efficiency PSK is aighest with 
JSR=1, FSK is next highest with JSR=V2, and ASK is lowest 
with JSR<l/2. 
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i ■■ : .. .. . .. ; #■■' , 1 

1 ^.:. 










D. WEIGHTED SIGNAL JAMMERS 



With the knowledge that the optiiauiii januisr wavefocm 
takes on the mathematical form given by Equation 2.25 , a 
variation on this form can be effected by defining a gammer 
waveform to be a weighted normalized sum oc the 

signals s^Ct) and Sj_(t). That is 



N • (t) — 0^1 ^ Q-o 

||s4 l|s„| 

This jammer waveform can be shown to obey 



(2.57) 




(2. 58) 



Analysis involving this 
PSK and FSK signaling 
Equation 2.58 can now be 



jammer waveform will be applied to 
for which ijs^||=llSo l|. Thus, 
written as (using lls^l|= Ms^M) 




z Z 

“• J . °-0 






(2. 59) 



where p = 
simple to 
follows 



signal cross correlation, 
demonstrate that 11^ 



Since I'jpl ^1, it is 
will be constrained as 
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{2. 60) 






For a power constrained jammer waveform the weijhting coef- 
ficients, a^and a 



X ' 



must be chosen so as to satisfy this 
constraint. The inner product of the jammer waveform and the 
signal difference, d , (as noted in Sguation 2.18) becomes 
of primary interest. ^s previously discussed, as d 
increases, so does Pe. Therefore, for the defiled weighted 
jammer waveform. Equation 2.18 becomes 









( 2 . 61 ) 



Osing Equation 2.18 and the assumption of equal bit ener- 
gies, lls^ll = 1 1 s^ I I , the following expression for Pe is 
obtained. 




(2.62) 



Since for equal bit energies, 

Eb = 1/2 (ilSj_| +1 is^l |^)= i ISj^l 1^ 
Equation 2.62 becomes 
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(2.63) 




2.59 



becomes 





a. 




(2.64) 



or. 




z 





(2.65) 



For Pnj/Eb = JSR, and Eb/N© = SNR Equation 2.63 becomes 




|ERFC[JasNR' 





ERP |l4 ] JSR 




( 2 . 66 ) 



Observe that this result is identical to that oatained when 
n'(t) is given by Equation 2.45. Since (3.,-a_)^= Pn* , and 

a. -j 1 

1 Is^l 1 = 1 |s^ I 1= A T/2=Eb, it can be seen that Equation 2.57 
becomes 
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(2.67) 






^ C.OSoOj^'t 
N T 



which is identical to Equation 2.45. The choice of 

a ^ and a^, is not important provided that the power 

constraint is met, i.e. (aj^^-ap)*' = Pnj . It mast be noted 

however that if a^ =a^ , n: (t)=0 , and the jammer waveform 

« 

clearly has no effect. 

For FSK, >p=0 , and Equation 2.59 becomes 



N: 





z 




( 2 . 68 ) 



or. 




(2.6S) 



Define now the following variables 




(.= 0,1 




(2. 70) 
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For the note! power coqs trained jammer, a real value 
for a^ and aj_ must exist, such that the power constraint is 
satisfied. That is, it must be true that JL- ^ O 

This implies that |aj^;^|£l. Observe now that from Equation 
2.57 that 



„ j ► „ *-li . 

^ift- - 157 cioft - - i 



M:U) -C <^osoj^-b 

u 

tcosu)j_t+ cosuJot 

(2.71) 




Each condition on the weighted jammer waveform can be asso- 
ciated with its effect on the FSK modulated waveform. The 
first condition of Equation 2.71 , — - * 1 - 

can be thought of as ’mark' channel jamming. The second 
condition, CX, o + — i: — 

■ JT’ 

can be thought of as 'mark and space' channel or 'equal* 
channel jamming. The third case can be thought oc as 'space' 
channel jamming. Using the notation from Equation 2.68 , 
Equation 2. 18 becomes 




In terms of StJR and JSR, Equation 2.72 becomes 
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(2, 73) 




1 



ERFC 

ERF 



--JSNR |i- JjIr^ [ao«-a^^j 



Equation 2. 73 provides a means for studying th 2 effect of 

varying the weighting coefficients a^^^ and on the 

receiver probability of error. Performance bscomes obvi- 
ously a factor of the amount of weighting or on how much 
each channel is being jammed. From Equation 2.73 one can see 
that if ) =0 , which implies# # the 'equal' 

channel jamming case# the jammer waveform has no effect on 
the probability of error. Due to the require- 
cent that a^g^ + a^ =1 # the 'equal* channel jamming case can 

. I 

occur only when case of 'egaal' channel 

jamming ineffectiveness can also be surmised by noting that 
due to the orthogonality conditions imposed on the FSK 
signals# d=0. Thus# under the stated conditions, the jammer 
is completely ineffective. 

From Equation 2.73 one can easily see that jamming the 
•space' channel is equivalent to jamming the 'mack' channel. 
If a^j^=0 # then by the constraint 

Equation 2.73 becomes 




|ERFC[JSNR'|i+ jW 
ERF [-J SN R [i - JJSR 




(2.74) 



In this case the breakpoint occurs at JSR=1. Compared to 
the optimum jammer waveform in which the breakpoint for FSK 
modulation occurred at JSR= 1/2 # single channel jamming is 
clearly less effective. 

By choosing a combination of weighting coefficients, one 
can show that 'partial' jamming of both channels tends to be 
less effective than single channel jamming. Consider 
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9 



is satisfied. 



Then 






^or” 2. ~ 2. ' that 

Equation 2.73 becomes 






z ^ 



Pa = T ; ERFcLJsnr '[i + jTse.'[ Jl" - i]^j 

ERF Ei SNR '|l - jjSR' [ JT - l]/ij 



(2.75) 



with a breakpoint at JSR= - jQ~ * p- JSR = 7.46. 

Comparing this to the breakpoint of JSR=1 for single 
channel jamming it is evident that single channel jamming is 
the more effective method. 

Note however that for the special case when a^^ • 

fixing t Sguation 2.61 becomes 



cL=||sJ(aaj.)[i-f]=: laj. 




(2. 76) 



and therefore for FSK modulation, (i. e. f=Q.), Eguation 2.63 
becomes 



Pe = i pFCCJSNiR' 

ERF EJSNR'^i- JlJSR^ ]j 



(2.77) 



This equation is identical to the result obtained for the 

optimum jamming waveform case noted in Equation 2.50 . Thus 

this special case of the weighted signals jamner is also 

optimum since n r (t) in this case is identical in form to the 

J 

optimum jammer given by Equation 2.49. 
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E. FEEQOEHCY MODOLATED JAHMING 



A method of jamming through a frequency oand with a 
’spot* or deterministic jammer can be modeLad using a 
frequency modulated jammec waveform. The mathematical model 
used for an EM jammer is 




O ^ -t ^ I , 



(2.78) 



After integration Equation 2.78 becomes 



= S,N[uJst + ^SlMOJjt + © ] o4t^:T (2.79) 



where P © is a deterministic phase angle. The 

instantaneous'^ jammer waveform frequency is 



— <-Os +• COScoj't 



(2. 80) 



and covers the frequency range from 

) to (tOj + pur ) 
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Assume that w5T=2irl and 



as depicted in Figure 5.11 . 
wjT=2rrk , where 1 and k are integers. As in previous anal- 
yses, in order to determine receiver performance, the param- 
eter d= (nj ,sj^) must be evaluated. From Equation 2.79 



+ pS\Mu)- 1] d± 



(2.81) 



where the deterministic phase has been set to zero for 

computational ease. For PSK and FSK modulation, Sj;i^(t) will 
be of the form Qsinw<^t [Sef. 2 :p. 20]. The integral 

that will have to be evaluated is of the form 






-V ^ S\M S»Nl cLt . 



(2. 82) 



Using trigonometric identities. Equation 2. 82 can be 
expanded as follows 




By using the 
sion for each 
obtained 



well known BESSEL function coefficient expan- 
cosine term in Equation 2.83 the dollowing is 
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BHr- 




IMH 






■■ 

















'D j - 2 Jn(P)coS ^ 



N i-00 



]t-(2.8a) 



M*'09 



After integration Eguation 2.84 beroaes 






M *-co 




SlK 



S\Kl 



[(gjs-uJo)+HujjT 



'+KJu)v‘ 



T 









(2.85) 



For PSK modulation/ the bandwidth of the PS< signal can 

mtt 



be effectively limited to 

- 4? 



OJ, 



T 



) 



as this range contains over 80% of the signal energy. Thus, 
the upper and lower bounds of the instantaneoi s frequency 
discussed in Equation 2.80 can be made to coincide with the 
signal bandwidth. That is, we set 



GJc.- -^= j ^c-*- ilX = UJ5 -t- (2.86) 



CO=,= LO^ , P . 

By earlier assumptions, note now that ^ ~ t where the 
integer k determines the number of times the jamner waveform 
will sweep the signal band in one bit interval, T . The 
cross correlation between the jammer waveform and the signal 
difference. Equation 2.86 can now be written as 
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yj (2.37) 

T 

for D=2A , and wc=wa=ws. The term SINC(awT) will 

be zero for all integers n, except n=0 , due to the 

assumption wr = 2iTlc . The second term, SINC ( (2w3 +nw- ) T) is 

J 

also zero, except when 

n= ) = (‘ ) = ( ■ ^ Vk ) = r 

One should note that r need not be an integer. From these 
simplifications Eguation 2. 87 can now be written as 



J ^ ^ 









[j,(g)-X(p)J (2.88, 



where is zero if r is not an integer [Ref. 4 :p. 244]. 

Since the average bit energy — Eb=A^I/2, and S}15=Eb/No from 
Eguation 2.88 one can derive an expression for the integral 
limits of Eguation 2.18, namely 




From Eguation 2.89 the receiver performance can oe obtained, 
and is given by 
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r ^ |erfc[Hsn^ [i-- 

ERF E JiSNRti + Jj^{jo(p)-X(e.' 




(2. 90) 



The breakpoint associated with the jammer waveform being 
analyzed when a PSK coherent receiver is used occurs at 




The behavior of the breakpoint is highly dependent on 
several factors, namely the value of ^ and whether or not 
r (which is a function of the integers 1 and k) is an 
integer. The breakpoint can occur for small or large values 
of JSR. If r is not an integer the breakpoint will occur 
at J S E= "^/ Jo . In order to make the jammer as effective 
as possible it is desireable to have tnis breakpoint JSR 
value minimized. This can be accomplished by making ^ as 
small as possible, which from the earlier assump- 
tion that is equivalent to making k as large as 

possible. Thus for PSK, the greater the frequency with which 
the jammer sweeps the signal band over the bit laterval, the 
more effective the jammer. This result can be obtained from 
another point of view. The jammer waveform of Sguation 2.78 
can be put in the form 

K --00 

With ws = wc and wj=2Trk/I, as k — >oo, 

■(■■<:) = \ apM- To(o)= 

where limp = 3 . 

Kr>co 
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The jammer becomes a tone at the carrier freguen-y which has 
been demonstrated to be optimum for PSK modulatiDn. 

For FSK modulation the analysis is somewhat more compli- 
cated. The FSK signal covers approxiamtely the band 

r , - ilL . . . Mtt 1 

|_^o -p ) J 

The midpoint frequency is ws= 1/2 (w 1+ wO) , so tae instanta- 
neous jammer band is chosen such that 



= OJq _ j OJ3 -f p ^ . ( 2 * 92 ) 



Equivalently this means that 



|3 uj^ — C ■*" * (2.93) 



For FSK signaling we assume that 



(to^-wo)= 



where 1 and m 
discussed v. T=2¥K. 



are integers, and as previously 
From Equation 2.93 it can be seen that 



(2.95) 






or 



p = ixL Vi - 4] 



(2.96) 



For FSK, 



= A SWoOx"^ - A SlN LOq t 



(2.97) 



so that Equation 2.81 becomes 



, Sj;. ) = ^ ^ 4 Q. StN [s»N cOjjt - tJo t ] ( 2 . 98 ) 



In this expression for d , the BESSEL function coefficient 
expansion can be utilized to yield 

I ^ •*'N>u)4] t' — 



(-.M >H %' t J~(P) [" 



Slhl 



<i l~-i 

H c-co 






SIN 



[i 


(wj.-UJo^ 


klOujJ 




OJj^-UJo) 


VWUJ^- 



99) 



|j:^^-^3uJo)-nJuj^T -| 
5 UJo ^ 
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Due to the assumptions involving w , , 



2. 9 9 reduces to 



and w- , Equation 
«1 



N)r-00 



TT(kK-Vi) 



Sl UTr(2HK->.n*^/z) _ ^ SlUTT^NK+K-^^- 

TVliNK+NA+Vi) 

If 1 is an even integer. Equation 2.100 at mist contains 
four terms. These four terms can exist only if the argument 
of all SINC functions is zero. The four terms and their 
respective values of n that mahe the SINC function arguments 
zero are as follows £Ref. 2 ;p. 23] 






N3= ~ Vq K 



( 2 . 101 ) 



By definition of the BESSEL functioa, the 

values of n{, (i=1,2,3,4) , must be integers. If these 

values are not integers the associated terms ace equal to 
zero. Once again the effect of the jammer largely depends on 
the number of sweeps over the band of the FSK signal. From 
Equation 2. 18 one can obtain receiver performance for the 1 
even case as follows 

Pe=^ CerfcLJsnr '[i+ 

, erf 



with the breakpoint occurring at 
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JS R = f J. je) - - L, (p) -L, (g)]" 



(2. 103) 



Attempts to minimize this value of JSR are not is direct as 
for the PSK case in which increasiag the number of sweeps 
per bit interval (k) was found to be optimum for jamming 



unless the integer relationships stated in Sgiation 2.101 
can be maintained. Since 



there exists the possibility that the values of 1/k, and m 
can be chosen to cause the denominator of Equation 2.103 to 
approach unity, and thus would approach the value of the 
optimum jammer breakpoint for FSK signaling notai before. 

F. NEAR OPTiaOM JABBERS 

It has baen shown that a jammer waveform specified by 
Equation 2.35 is optimum. This conclusion was derived from 
the implications of tha CAUCHY-SCHHARZ inequality as 
analyzed in section B. The uniqueness of this optimum 
jammer is however not guaranteed, and therefore the exis- 
tence of soma other jammer waveform, with tha same power 
constraint Pnj that maximizes d , is possible. . Since, an 
optimum jammer has been da ter mined, efforts to find other 
optimum jammers would be redundant in nature, dowever, it 
can be demonstrated that simple, effective jammers that 
obtain near optimum performance can be found. Tie effect of 



purposes. Increasing k will tand to be detrimental. 




(2.104) 



to s-oo 
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these near optimum jammers on PSK and FSK signaling will now 
te studied. 

As a method of jamming, we choose a jammer waveform that 
is a simple binary signal. Assuming PSK modulation, the 
signal difference is given by Equation 2.44. Instead of 
the optimum jammer for PSK noted in Equation 2. 45, a near 
optimum jammer is proposed and defined by 





o 4 ^ T, ( 2 . 105) 

S\nJ 



The jammer power is 



Ni- 



i'' = P.4: 

U) c ^ 



(2. 106) 



with wc = n"VT , n an integer. From Equation 2.105 it is clear 
that L=|(Pn’^/T)' . The value of L can now be used in Equation 
2.18 to obtain 




.WIT 






cLt=2f\ 






siw 



(2.107) 



Maximizing d produces the largest increase in ?e, and for 
PSK 
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ci-MAx " A Jit' . 



When d of Ejuation 2.107 is compared to dmax one can see 
that 






T-lpNiT ' A 




(2.109) 



That is, the simple binary jammer achieves a /aiue of d 
that is 90% of the optiaum value dmax. The receiver 
performance can be determined with the aid of E^iaation 2. 13. 
This yields 






E RFCpSNft ' ? )XSR']; 

[-JW ’ 






ERF 



a 



TT 




( 2 . 1 10 ) 



From Eguation 2. 110 , the brealcpoint occurs at 



JSR = [ 






( 2 . 1 11 ) 



Compared to the optimum case breakpoint of JSR=1 , the near 
optimum jammer waveform yields a breakpoint waich is 23% 
higher. 



46 



A similar fora of jammar waveform can be applied to JSK 
signaling however the analysis of the jammer affect on ?e 
becomes somewhat complicated. A binary jammer signal 
would be at a constant jammer level (fL) and inter- 
acting against s (t) which for FSK is a sinusoidally varying 
envelope amplitude modulated signal. The desired jammer 
effect against the oscillating envelope of s^{t) would be to 
use a multi-lavel jammer. The jammer could then jam at a low 
level when s<i.(t) is maximum# and jam at a high level 
when s dL{t) is minimum. Such a multi-level jammer would be 
effective in theory# but difficult to realize in practice. 
For this reason the near optimum jammer for FSK signaling 
will not be further analyzed. 

G. ADDITIVE SOISE JABHEES 

All previously discussed jammer waveforms have been 

treated on the basis of a deterministic model. £f we assume 

a jamming waveform n • (t) # where n-{t) is a sample function 

J 

of white Gaussian noise process having power spectral 
density level of Nj/2 Watts/Hz# and is statistically inde- 
pendent of the additive noise n(t| # the received signal 
will be of the form 



rW = S;W + wU)+>jjW c=o,x 04t4-r 



From Eguation 2.8 the conditional mean of the statistic G 
becomes 
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(2. 113) 



E [S/s:] = (si, Si) 




and the conditional variance becomes 



VAr[®/sc] =[^i] IjSi 



Knowing the conditional mean and variance of 5 
ability of error (from Equation 2.13 ), with tha 
of eguiprobable signals becomes 



P=T1 








ERFC ! 


EbU-rt 1 + eRF- 


EqCl-f) 1 (. 


le a 




No + M: J 

j 



or 



=ERFC 



Eb U-f) ] 



Kith SNR=Bb/No and JSR=Nj/Eb Equation 2.116 cai 
in the form 



Ps.^ERFC 




smru-p) ~ 

(j_. SNR-rSR) 



J 



(2. 1 14) 



the prob- 
assumption 



(2.115) 



(2. 1 16) 



be written 



(2. 1 17) 
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From this equation one can note that the term JSR is not 
isolated by nature. The change in receiver performance with 
respect to the SNR will provide insight as to the interac- 
tion of JSE [Ref. 2 :p. 7], Thus, 



i. ^ -L 


SNR(i-f) 


aSNR Jitt' 





and for all values of SNE>D , and JSR>0 , 

is negative. This clearly means that ?e is i decreasing 
function for increasing values of SNR, or in other words the 
receiver performance improves with increasing SN3. In order 
to understand this behavior. Equation 2.113 and Equation 
2.114 must be analyzed. The difference between the additive 
noise jammer waveform and the deterministic jammer waveform 
is obviously that the former method influences the variance 
of G, but not its mean. The effect of the deterministic 
jammer on the mean of G causes the system perfocmance to be 
threshold dependent. As the jammer power increases the mean 
value of G increases to the point that when G is compared to 
the set threshold, almost always G exceeds tie threshold 
making decision errors almost half the time. For the addi- 
tive noise jammer such effects do not occur due to the fact 
that the constant mean of G is "unaffected by the jammer 
power. By this discourse it becomes mathematically evident 
that additive white Gaussian noise jammer waveforms are 
considerably less effective than deterministic jammer models 
of the form of Equation 2.35 when systems operate with a set 
threshold. 
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H. VARIABLE THRESHOLDING EFFECTS 



It is now clear that when a fixed threshaLd value is 
used by the receiver the effect of the jamner wavefora is 
such that the receiver may be rendered inoperable. It there- 
fore becomes desireable not to set the threshold level 
to zero, tut rather to make it adaptive in nature. By 
expressing Equation 2.18 in the form 




JL4 

0 . 



ERFC[s<^[v-Ni- jJ] + ER ] 



(2. 119) 



attempt to minimize Pe by an appropriate choice 
. Evaluating 



where 



we now can 
of 



and 



1^ ^ X J 






( 2 . 121 ) 






it becomes simple to show that at X “■^dl 
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( 2 . 122 ) 






o 






> O . 



ThuS/ Pe is minimum when 

11^11 . 

The receiver normally would have no knowledge o: 
power and can therefore only estimate the value 
the estimate is ’correct*. Equation 2.119 becomes 



the jammer 
of Pn : . If 



Pe, = ERFC[s^Ni] 



and the effect of the jammer is completely removed. In fact. 






No 

SO that Equation 2. 123 becomes 
receiver performance in additive 
the estimate of the value of 

incorrect value of X will 

since > O . Thus adaptive 
effective in theory, but due to 
’know’ the jammer power, it is 
practice. 
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simply the expression for 
white Gaussian noise. If 
Pnj is ’incarrect’, the 
cause an increase in Pe 
thresholding is extremely 
the receiver’s inability to 
difficult to implement in 
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III. EFOCTS OF DETERMINIS TIC JAMMERS ON M-ARI 2IIHCGgNAL 

RECEIVERS 

A. M-AHI ORTHOGONAL RECEIVER MODEL 

Having studied the effect of deterministic jammer wave- 
forms on binary coherent receivers, the next logical step is 
to analyze the effect of jammers on an M-ary orthogonal 
coherent receiver. It has been demonstrated that the use of 
multiple signals can improve the performance of a digital 
communication system £Ref. 5 :p. 249]. In fact through the 
use of multiple signals, or ’M-ary' communication designs, 
effective use of channel bandwidth and data taroughput is 
obtained. The performance of a coaerent M-ary receiver is 
determined in much the same manner as for the o inary cohe- 
rent receiver. The coherent M-ary receiver utilizing M 
correlators is known to be optimum for the reception of one 
of M orthogonal signals in additive white Gaussian noise 
[Ref. 1 ;p. 180]. The corresponding receiver structure is 

shown in Figure 5.17. This chapter is devoted to investi- 
gating the effect on the coherent M-ary correlator receiver 
performance due to the presence of jamming aad additive 
white Gaussian noise. 

The fact that one of M possible signals may be received 
every T seconds, is expressed in terms of M by 
hypotheses H ,i=(1,...,M) as follows 

Hj. : rtt) = ijA) N W •». Nj Ct) 

H j '^iX) - Sc W ^ C-t) 

r ix) = M W 4- Mj (4) 
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Assume furthermore that the signals are orthogonal, have the 
same energy (1 |sj||^ = Eb for all i) , and that all signals 
are egually likely to be transmitted. Using tae Kronecker 
delta notation 




(3.1) 



the cross correlation between any two signals becomes 




T 



(3.2) 



The jth correlator output will be Gj= (r,sj ) , with Gj 

being conditionally Gaussian, Analyzing the conditional 
statistics of Gj, we have 






or equivalently 



Ei [Gj] = E[ VslW 



TRPiUSrMTTEO 




(3.4) 



Expanding Equation 3.4 results in 
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From Equation 3.2 and due 
Equation 3.5 becomes 






( 3 . 5 ) 



to the fact that 



nf( ^ . s : )1 



= 0 , 



where d^ = (nj,Sj ) . Similarly the variance is as follows 



- VAR £^i/si,(jt) TefttJsmkTTEo^ (3.7) 



which becomes 

VAR-^Gj]= E[(.Nj,Sj)^]= Et. . (3.8) 



B. EECEI7EH PESFORMAHCE 

The expected value of the product of any two correlator 
outputs given that s *(t) was transmitted results in 
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(3.9) 



El[<^i^K]= E.^[(s;,SjHN,Sj>(Nj,S^[0;,St)+(N,S,54-(Nj,St)]j (3. 10) 

Since the noise is zero mean, we obtain 

(^;.^’iKNj)S‘K)*(Nj,Sj)(Ni,st) . 



Due to the orthogonality assumptions and the above noted 
mean and variance expressions, Eguation 3.11 reduces to 




■t ^ Eb + ^ 



From Eguation 3.12 the following conditions oa 
apply for j^k 



g.?s.e^-i= r 

^ ^ A^Eb+i»-jA< 



cL : cjLi. 



V. 



<AvcEb 



1C 

c-K 



c- 









(3. 13) 
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“^r:, r/orrc :::rrr l. u- «i .. »o ... 

Ts »ade if 0 <g £o. all i^i. o. 



P^MO e8.ff.os. /s-^^W 
p^ 6 ^<V)J=^''-'-' 



T«ft 0 Sm.iT£O 



( 3 . 1 ^) 



This results in 



oo 

P W EHeoft / rtl'^ = 

*co 



( 3 . 15 ) 






T^'roEl the 

Kor of orthogonal FSK signals. . 

u M is the number or oi-w u ^ u <-he ^ chan- 

Where M is rn« , , 4 -or output of each of the -i 

assuBptioc that the of any otier channel 

aels is paobahility of no erta. teco.es a 

output, ot the " functions. Because Ga as a 

product of tha joint probaba y ^ Gaussian prob- 

Gaussian random variable Gaussian probability 

ability density through use of the error 

density functions can be er P 
function as follows [Bef. -P- 
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PfC^<G- - 16 ) 

^ /'a — rl•^ J 

=,ttERF[^i^7^] 

The mean and variance of 3i ha\re been presented in Equation 
3.6 and Equation 3.8 Thus, Equation 3.15 becomes 



oo 



P(> 



NO ERi^of^ = ^ 7TERF[|uoef/i 3 



s|g " ■"'“[' -llL 



(3. 17) 



With a change of variables this reduces to 

P{no error/w,]= J ■ 



-CO 



(3. 18) 



Ja?n 



This expression for the probability of no error occurring 
given that s • (t) was transmitted can be extended to all M 
channels by 



P [no error] = P[^o ERROr/^;] . p [ W-J^ 



L-i* 



(3. 19) 



For the H equally likely signals case, P(Hi)=1/M . Using 
Equation 3.19, the M-ary receiver probability of no error 
becomes 
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(3. 20) 



00 

4* . 



(cva ■♦'dl -dl»^ 

— '" ” ' " / S '" 

^ ^TkNo/'i 



J ^ ^ 



The receiver probabilitv of error becoaes 




J_- p^NO ERROSj 



(3. 21) 



To put this expression in a more wor.tabie fora define th 
error function as follows 




(E>ot<k-cL,) 

J Nio /2 



{3 



'79 ' 



and the Gaussian density function as 





(3.23) 



Froa Equation 3.21 it follows tnat 

ao 




-CO 
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Froa this general expression for tne probability of error or 
a M-ary FSK receiver/ analysis can be performed do study the 
effect of various jamaer waveforms. 

C. JAiiaER MODEL 

To proceed further, several assumptions mist be made 
concerning the jammer waveform. Ine jammer must satisfy the 
power constraints imposed, that is 






i 




(3.25) 



From the CAUCHY-SCHWARZ inev^uality, the cross correlation 
between the jammer and the kth signal will be upper bounded 
by 




(3.26) 



for (k=1,2,. . . M) . From these assumptions, suppose a poten- 
tiai jammer is a weighted sum of the signals, or 






From Equation 3. 25 



the jammer power must be 



(3.27) 
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|V\ |V\ |V1 

j E E " Z EE 

H-l N-1 C = L 

r 

whare 0 . is the KECNECKSR delta. Also, note thit 
£n ' 



(3. 



^ iv\ 

=( )_^ 0-jj,Sji, '^='■■••^•(3.29) 



fi.=x 



fi. = L 



For the potential weighted sum gammer defined by Equation 
3.27 , choose first the case of equal signal weighting, or 





(3. 30) 



From this, the weighting limitations based on the assumed 
power constraint follows from 




(3.31) 



d 



K- 



OcEy, 






(3. 32) 



The argument of the error function based on Equation 3.22 is 
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(Eb + <xEb -aEb) 

j Nio Eb / a ^ 



and it is evident that the effect of the jammer oar. 
This can be stated for the general case as’ 



Sa.s oat. 












1 + a- - a: 



O *“ 



<1J 



(3.34) 



such that if a(=a: for all i and j, then 



kj=ERF[^^ 




( 3 • ) 




o 



This expression is simply the probability 
for M orthogonal signals with no jamming p 
221]. From this analysis one can clearl 
channel jamming for M-ary orthogonal ?SK 
feet ual. 

As another potential jammer, 
the form 



or error 
resent [ Re 
y sea that 
signaii n g 

chosea to 




with power constraint 




aSj. 




which implies 



a. = 




The jammer cross correlation with tha Icth signal is 



C JPm, Eb' K--i 






e uarior. 
f. 5 ;p. 

’ equal ' 
is inef- 

take on 



(3,37) 



(3,38) 



(3.39) 



(3. 40) 
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The effect of the 
the statistics of 




jammer is such that it causes a change o.. 
that channel only (i.e. . la at is 




J Mo Eb /a 



- 1^-i 



( 3 • 41) 




<y\-2 



(3. 42) 



Substituting SNR=Eb/Na ani JSR=?n^ /Sb , the receiver prob- 
ability cf error for single channel jamming becoues 



*co 



Pe= \ )ERF[^ + JaSNR,'(i + J TSB. ' ) 



~co 



4- 



(m-).)ERf[v[^ )]-[erp|^+ 






ISNR 






with the same expression resulting if any one af the other 
M- 1 signals had been chosen as the basis for the jammer. 
Studying the asymptotic behavior of Sguation 3.i3 one notes 
that as SNR->CO, and JSR<1. , then 



CO 

-oo 



(3.44) 
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Thus as SHE iacreases/ ths probability or error decreases. 
Now, when JSR>1 ,the asymptotic behavior becomes 



This result is worthy of note. For the case of 'A=2 , (i.e. 

binary FSK ) , Pe tends to 1/2 as SNR increases . This is 
exactly the behavior noted in the previous results for 
binary FSK signaling. As N increases, the jaruner has a more 
devastating, effect in that the probability of error for 
JSR>1 approaches unity with increasing SNE. 

From the analysis performed one can see that a multitude 
of jamming strategies are possible. Consider,- for example, 
weighted signals jamming for the case of unegual weighting. 
Ke have shown that the equal weighting case is ineffectual 
as a jammer, however by weighting the signals in such a 
manner to insure unequal weighting may prove to oe an effec- 
tive method of jamming an M-ary correlator receiver, as the 
previous results have demonstrated for one particular case. 



r.C£> 





u 

-CO 
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IV. DESCRIPTION OF GRAPHICAL RESDLTS 



A. DISCUSSION ON GRAPHICAL RESULTS 



This chapter presents graphical results relited to t.ie 
analysis of the previous chapters. The plots ara intended to 



display receiver performance 
various jammer waveforms and 
feature the case of JSR=3 as 
to allow comparisons of the 
receiver performance for 
interference. 



as a function of SNR for 
set J3R values. The plots 
part of eaca cuc/e in order 
jammer effectiveness to the 
additive white noise only 



B. OPTIHUM JAMMERS 

The graphical results for tne optimum jammer are 
presented first. These were obtained througi numerical 
evaluation of Equation 2.13. Plots of ?e were ganerated for 
the cases of PSK/ FSK, and ASK modulation, as a function of 
SNR and fixed values of J3R using a jammer as specified in 
Equation 2.18. Specifically the case of PSK modulation is 
depicted in Figure 5.5. This plot clearly shows the ’break- 
point' phenomena as JSR increases to a value of one or 
greater. For JSR values greater or equal to one, Pe is 

clearly driven with increasing SNR to the valus of 1/2 in 

the limit. From this figure one can note that 13.2dB of SNR 

-fc 

is required to obtain a Pe of 10 at a JSR value of 0.0. In 
comparison, it takes 14d3 of SNR to obtain the same Pe for a 
JSR value of 0.1. Figure 5.6 corresponds to the FSK case 
and shows a similar result except that the breakpoint occurs 
at JSR=1/2 , which as previously noted concurs with the -3d3 
difference between PSK and FSK correlator receivers. From 
Figure 5.6 it is clear that for the FSK case. It takes less 
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^aamer tower to render the receiv 
PSK case. la comparison, note 
to obtain a Ps of 10 for a JSE 
is obtained by increasing the SNR 
For ASK Eodulation the results ar 
2.56 and are presented in Figure 
that to obtain a Pe of 13"^ a 10 
JSR value of 0.0. For the same P 
is required for a JSR value of 0. 
ASK occurs at which is u 

should note that the actual 
different for each of the optim 
The similarities between the SNR 
are due to the fact that the 'wo 
jammer was assumed, namely <=4 = 1/2 
PSK are identical modulation- sch 
reveals that PSK is somewhat less 
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C, WEIGHTED SIGNAL JAMMERS 



For weighted signal jamming the results of Eg 
are applied to PSK modulation with the aid of Eg 
and to FSK modulation with the aid of Egua 
Immediately one can note that the result of weig 
jamming on PSK modulation is equivalent to t 
jamming case, and presented in Figure 5.8. For t 
it was shown that the 'equal' channel jammer w 
tive. It was also shown that for a special set 
stances, the weighted signals jammer is equival 
optimum jammer for FSK. These two cases will th 
be presented. The graphical results for the 'sing 
or 'mark' channel only (or 'space' channel only) 
depicted in Figure 5.9 . These results of sin 
jamming clearly show it to be more affective tn 
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of partial chaarei jaminirig depicted in Figure 5. 
graphical results are significant, especial! 
constrained power jamiaer. From these plots it ben 
tive that it is ’better’ to concentrate jamne 
either the ’aark’ or ’space’ channel freguenry 
attempt to partially jam both channels. For the 

jamming case shown in Figure 5.9 note tnat to oot 

-C 

10 a value of 13dB SNR is required for a JSP. va 
In comparison for the same Pe note that a SNR 
required for a JSR of 0.1. For tae partial j 

-<e> 

shown in Figure 5.10 to obtain a Pe of 10 a 7a 
SNR is required for a JSR value of 0.0. To obta 
Pe a value of 15dB SNR is required for a JSR vaii 

D. FREQUENCY HODOLATED JAMMERS 

Figure 5.11 presents the nature of the frej 
lated jammer waveform. Figure 5.12 shows tne ec 
linear FM sweep jammer on PSK modulation. The F^ 
designed to sweep the bandwidth occupied by the 
varying the number of times the jammer sweeps 
bandwidth during a bit interval the effective.! 
jammer can be investigated. Figure 5. 12 shows the 
one sweep of the jammer per bit intecval. Figure 
the result for a PSK modulated signal swept twice 
tit interval. For PSK modulation it is clear t 
number of sweeps increases the more effective 
Figure 5.14 and Figure 5.15 show the similar res 
modulation. Note however, that in general 
complexity of FM jammer waveforms make it an unli 
date for replacement of the optimum jammer. Ii 
for PSK modulation as depicted in Figure 5.12 to 
of 1 0 a value of 1 3dB SNR is required for a J 
0.0. To obtain the same Pe an increase in SNR to 
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15d3 is ret^uired for a J5R of 0.1. For ths ::as<i of tvo 
svaeps per period as sliowr; in Figure 5.13 to obtain a ?= of 
10 a value of 12iB is required for a JSR value of G.O. fo 
obtain the same ?e an increase in S;JR to a value of 13dl is 
required for a J3E value of 0.1. For FSK aodulation as 

— ' (q 

depicted in Figure 5.14 to obtain a ?e of 10 a value of 

15d3 SNR is required for a JSR of 0.0. To obtain tne saie ?e 

an increase in SNR to a value of 17d3 is required for a JSR 
value of 0.1. For the case of two sweeps per period as sr.own 
in Figure 5.15 to obtain a ?e of 10 a value of 1515 SNR is 

required for a JSR of 0.0. To obtain the sane ?e an increase 

in SNR to a value of 16d3 is required for a JSR af 0.1. 

E. NEAR OPTISOM JAflflEES 

Near optimum jamming featured a two level pulsed jammer 
waveform. The graphical results of Figure 5.15 shows that 
tne breakpoint occurs at J SE= 1.23 . This jammer is a good 
candidate as a substitute for the optimum jammer due to the 
noted fact that a small increase in JSR over the optimum 
required JSR results in a marked increase in receiver Pe, 
without a mar<ed increase in waveform complexitf . For the 
near optimum jammer case depicted in Figure 5.16 to obtain a 

-<o 

Pe of 10 a value of lOdB SNR is required foe a JSR of 0.0. 
To obtain the same Pe an increase in SNR to tha value 13dB 
is required for a JSR of 0. 1. 

F. H-AEI RECEIVERS GRAPHICAL RESULTS 

The graphical results for h-ary FSK racaivers were 
derived from a numerical evaluation of Equation 3.24 . It 
was noted that the case of equal jamming was ineffective and 
thus will not be presented. The case of single channel 
jamming of a .1-ary coherent correlator receiver is presented 
in Figure 5.18 , for M=2 or binary FSK. Tie result is 
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r. j.ufcr oz 



identical to tnat presentad previously. As tha 
channels (M) is increased one can clearly see tha brea/.pcint 
shirting. As discussed in chapter taree, if J3R <1/ as .I 
increases the receiver performance is clearl/ affected. 
Figure 5.19 shows this for M=10, and Figure 5.20 similarly 
for i'l=100. In comparison to obtain a value of Ps of 10 
for the case of M=2/ dapicted in Figure 5.13, a value of 

13dB SNR is raguired for a JSR value of 0.0. Ij obtain the 
same Fe an increase in the value of SNR to 1Sd3 is required 
for a JSE value of 0-2. For the case of 11=10 depicted in 
Figure 5.19 to obtain a value of Pe of 10 a value of 14dB 
SNR is required for a JSE value of 0.0. To obtain the same 
Pe an increase in the value of SNR to 19d3 is raguired for a 
JSR value of 0.2. For the case i1=100 depicted in Figure 5.20 
to obtain a value of Pe of 10” a value of 15d3 is required 
for a JSR value of 0.0. To obtain tha same Pe an increase in 
value of SNR to 19d3 is required for a JSR value of 0.2. 
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V. CONCLUSION 



Ir. this thesis, a known optiamm receive: has been 

analyzed under the usual signal plus noise envic onjien t, .in 
addition to jamaiing. The analysis of th.e effectiveness of 
jammer waveforms was undertaken using the receiver prob- 
ability of error as a measure of performance. The main 

objective was to maximize the receiver probability of error 
as a function of a power constrained jammer waveform. 
Various jammer strategies that affected receiver performance 
were obtained, and results presented. 

For the mathematical models of the various jammer wave- 
forms studied, it was concluded that the optimum jammer 
waveform consisted of a deterministic signal proportional to 
the difference of the binary signals used. This method 
whether applied to PSK, F3K, or A3K modulation techniques 
drove the receiver probability of error to 1/2 ii the limit, 
rendering the receiver inoperable. Dther jamming strategies 
attempted included weighted signals, frequency modulated, 
and near optimum jammers. All these methods of jamming 
resulted in a similar effect. They drove tie receiver 
performance to an unsatisfactory limit, but with a lesser 
degree of effectiveness in terms of JSR as compared to the 
optimum jammer. The sole a on-deterministic jamming strategy 
attempted, additive white Gaussian noise proved 
less effective. 

A M-ary orthogonal signaling coherent receiver was then 
analyzed in terms of receiver Pe in tne presence of signal, 
noise, and a jamming waveform. It was shown that equal 
channel jamming on all M channels was ineffective. Single 
channel jamming was concluded to be a more effective jamming 
method for the receiver studied. It was further concluded 
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tnat the greater the number of oaannels in the -'-arv 
receiver the more effective the Jammer is wnen tne JSr\ 
exceeds unity. 

From this knowledge of the behavior of a cone rent corre- 
lator receiver in tne presence of jamming it is acted that a 
greater understanding of jammer and receiver designs can be 
achieved. 
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Fi(juce 5.1 Coliecont CoiroLatui: liocuivoL' 
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Figure 5.2 Single Correlator Colierent Rocorver. 
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I'ijuie 5.3 "oliccent Coccelaior Keceivor in .1 JiuiiaiMj Eii viro iiuiuji L. 
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FiijuL'e 5.4 Simjle Correlator nece;iver in a ilaiii.ii i n<j I’.ii vL Loumeu I - 
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Figure 5.6 Optimum Jammer for F SK Modulated Signal. 
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Figure 5.7 Optimum Jammer for ^ JK tloilulated Sigual, 
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Fijure 5.8 Weighted Signals Jammei: for PSK Modulated Signal. 
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Figure 5.9 One Channel Jam Weighted Signals fai: FSK nodula tioii. 
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Fiijure 5.10 Partial Channel Jam Uciyhted SiynaJ.s for FSK Moclu J a lion. 
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Ficjuce 5.11 Froijuoiicy M)iiii.itod vJainmor. 
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Figure 5.12 Freguency Modulated Jammer for FSK Modulated Signal 
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Figure 5.13 Frequency Modulated Jammer lor PSK Modulated Signal. 
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Figure 5.15 Freguency Modulated Jammer for FSS Modulated Signal. 
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Figure 5.16 Near Optra urn Jammer. 
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Figure 5.17 n-ary CohcroMf rrnJci tor Iioc«'Lver 
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Figure 5.10 M~ary FSK with Single Channei Jam (tl=2) . 
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